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9 Who's behind the breaches?

@ What tactics do they use?

75% I
perpetrated by outsiders.

62% I

of breaches featured hacking.

25% I 51% I

involved internal actors.

18% I

conducted by state-affiliated actors.

over half of breaches included malware.

81% I

of hacking-related breaches leveraged either

stolen and/or weak passwords.

3% 1 43% I

featured multiple parties. were social attacks.

2% 1 14% I

involved partners. Errors were causal events in 14% of breaches.
The same proportion involved privilege misuse.

51% I 8% Il

involved organized criminal groups. Physical actions were present in 8% of
breaches.

Verizon’s 2017 Data Breach Investigations Report
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% What else is common?
66% I

of malware was installed via malicious email
attachments.

73% I

of breaches were financially motivated.

of breaches affected financial organizations.

of breaches involved healthcare organizations.

21% I

Public sector entities were the third most of breaches were related to espionage.

prevalent breach victim at 12%.

27% IR

Retail and Accommodation combined to of breaches were discovered by third parties.

account for 15% of breaches.

Verizon's 2017 Data Breach Investigations Report
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95%
610/0 of phishing attacks that led

to a breach were followed

by some sort of software
of the data breach victims installation.

In this year’s report are
businesses with under

1,000 employees. 880/0

of breaches fall into the nine

patterns we first identified back
in 2014.

Verizon’s 2017 Data Breach Investigations Report
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Cyber-Espionage

—
—
Attacks linked to state-affiliated actors, ”i‘—:’
and/or with the motive of espionage.

Welcome to the long game

A malicious email is the cyber spy’s favored way in. But
this is no smash and grab. The initial email is typically
followed by tactics aimed at blending in, giving the
attacker time to collect the data that they need.

What you can do

Throw your weight behind security awareness training
and encourage your teams to report phishy emails.
Make it difficult for the adversary to pivot from a
compromised desktop to other devices on your
network.

Insider and Privilege Misuse

Any unapproved or malicious use of
organizational resources.

The enemy within

In 0% of cases, insiders abscond with data in the hope
of converting it to cash in the future. But sometimes it's
a case of unsanctioned snooping (17%), or taking data
to a new employer or to start a rival company (15%).

What you can do

Implement limiting, logging and monitoring of use, and
watch out for large data transfers and use of USB
devices.

Denial of Service

Any attack intended to compromise the
availability of networks and systems.

Being hit where it hurts

DDoS attacks are nearly always (98%) targeted at large
organizations. And while some unlucky souls face a
constant barrage all year round, most attacks are over
within a couple of days.

What you can do

Check that you have DDoS mitigation services in place
to thwart any attacks, that they're reqularly tested, and
that they actually work.

Miscellaneous Errors

Unintentional actions that directly
compromised the security of company data.

Mistakes were made

They can appear innocuous, but data lost through
errors can be harmful too. Especially if —as in 76% of
cases —it's the customer who makes you aware of your
slip-up.

What you can do

Have, and enforce, a formal procedure for disposing
of anything that might contain sensitive data. And
establish a four-eyes policy for publishing information.

Crimeware

All instances involving malware that did

not fit into a more specific pattern.

Ransomware is big business

In the 2014 DBIR, ransomware was the 22nd most
commeon form of malware. This year it's number five,
and the most common in the Crimeware pattern. For the
attacker, holding files for ransom is fast, low risk and
easily monetizable — especially with Bitcoin to collect
anonymous payment.

What you can do

Watch out for macro-enabled M5 Office documents and
stress the importance of software updates to anyone
who'll listen.

Physical Theft and Loss ’

Any incident where physical assets went /‘ l'\.

missing — deliberately or accidentally.

People lose things

Measures such as encryption can stop theft and loss
incidents from becoming breaches. But encryption
can’t always help —the majority of confirmed breaches
involved the loss of hardcopy documents.

What you can do
Encrypt wherever possible and establish a corporate
culture that frowns upon printing out sensitive data.
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Payment Card Skimmers

All incidents where a skimming device
was placed on a payment card reader.

Hit the gas

While ATMs continue to be the main target for
skimming, the number of gas pump terminals used to
harvest payment card information more than tripled
compared to last year's DBIR. Skimming attacks are
almost always discovered by third parties.

What you can do

Train employees to spot signs of tampering, monitor
payment terminals with video surveillance and make
sure the tapes are reviewed regularly.

Web Application Attacks

Any incident in which a web application
was used as the means of attack.

Don’t become a stepping stone

Not all websites hold payment card data, but they still
often request users to sign up: submitting their names,
addresses and more. Security is often weaker than
online retail sites, so attackers use them as an easy way
to grab personal data and credentials to use elsewhere.

What you can do

Encourage customers to vary their passwords and use
two-factor authentication. Limit the amount of sensitive
information stored in web-facing applications.

Everything Else

Any incident that did not classify as
one of the nine patterns.

Beware of imposters

This may be a catch-all category, but that doesn’t mean
there aren't interesting and important trends. A key
emerging tactic is email compromises: where “the CEQ”
orders wire transfers with an urgent and believable
back story.

What you can do

Hammer home to your teams — particularly in finance
— that no one will request a payment via unauthorized
processes. Also ask IT to mark external emails with an
unmistakable stamp.

Point of Sale Intrusions

Remote attacks against POS terminals
and controllers.

Fruitful POS

Point of sale (PO3) environments continue to provide
rich pickings for the bad guys, with nearly 98% of all
recorded POS attacks resulting in a confirmed data
breach. The focus of attacks has shifted from hotel
chains to restaurants and small businesses.

What you can do

Request a review of third-party POS vendors and
their security practices —with an emphasis on remote
access.
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ISC2 Certificate Holder

As of 2017
Certificates 'l o, EE
CAP
Certified Authorization
Professional 2 1 1 1
CISSP

Certified Information
Systems Security

Professional 1587 1547 1960 104 1864 2766 300 114 1661 269 204 38
CSSLP

Certified Secure
Software Lifecycle

Professional 21 40 53 2 4 1 5 3 80 20 13 1
SSCP

Systems Security
Certified Practitioner

6 35 7 137 9 4 27 27 28 3
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ISACA Certificate Holder
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GIAC Certificate Holder
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GCIH /GCFA Holders By Nation
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Workforce Management

CSspP
CSSP Analyst CSSP Infrastructure Support CSSP Incident Responder CSSP Auditor -
Manager
CEH

GCIA CEH gi': ’ CEH CISM
GCIH GICSP o CISA CISSP-
GICSP SSCP gt GSNA ISSMP
SCYBER
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Securely Provision (SP)

- Authorizing Official

- Security Control Assessor

- Software Developer

- Secure Software Assessor

- Enterprise Architect

- Security Architect

- Research and Development Specialist
- Systems Requirements Planner

- System Test & Evaluation Specialist

- Information Systems Security Developer
- Systems Developer

Analyze (AN) -
- Threat/Warning Analyst i
- Exploitation Analyst

- All-Source Analyst

- Mission Assessment Specialist

- Target Developer

- Target Network Analyst

iéﬁplined Language Analyst
@ /2017
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Operate and Maintain (OM) g

- Database Administrator

- Data Analyst

- Knowledge Manager

- Technical Support Specialist

- Network Operations Specialist
- System Administrator

- Systems Security Analyst

Protect and Defend (PR) m

- Cyber Defense Analyst

- Cyber Defense Infrastructure Support
Specialist

- Cyber Defense Incident Responder

- Vulnerability Assessment Analyst

Collect and Operate (CO) l I

- All Source-Collection Manager

- All Source-Collection Requirements
Manager

- Cyber Intel Planner

- Cyber Ops Planner

- Partner Integration Planner

171128, ngimunvinwesunaiavesdinsanis 5viu Cyber

- Cyber (prerator

&)
Oversee and Govern (OV)
- Cyber Legal Advisor
- Privacy Officer/Privacy Compliance Manager
- Cyber Instructional Curriculum Developer
- Cyber Instructor
- Information Systems Security Manager
- Communications Security (COMSEC) Manager
- Cyber Workforce Developer and Manager
- Cyber Policy and Strategy Planner
- Executive Cyber Leadership
- Program Manager
- Information Technology (IT) Project Manager
- Product Support Manager
- IT Investment/Portfolio Manager
- IT Program Auditor

Investigate (IN) o

- Cyber Crime Investigator

- Law Enforcement/Counterintelligence Forensics Analyst
- Cyber Defense Forensics Analyst
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50 YVKIQ 320 IIKY
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KangasningdTovniu/AduluAvUananelsiuas(doev)
UKOngndy  (kangas |swaudsa

R EREBER IR0 SngnAdasukiuuna, on. u. 2 U /36 Ku2gnQ
Master of Science Program in Forensic Information

UKIDNYNAYSTIAIIKD

UKIONg1ausvaa JNYIANEASHKIUUNA d1U1381N1SYANISAY 1.5U / 33-36 KU29NQ
UunvUaoanglsiuos 3 INoV
Master of Science program in Cybersecurity KUMYIKQ Certificate
Management
UKIONg1aguKaa 3ng1MaasukIbuia auAuTuUALIBIUDSa: 1U / 36 KudaNQ
nasUs:AuansauinA (ulunsna) 3 1Nouy
M.Sc. (Cyber Security and Information Assurance)
gkl tah )T EEE Master of Science Program in Network 2U / 39 Kuogna
UKIUAS Engineering and Information Security (CYBER
SECURITY)

Diaw:Useyayaln Ahavniswaaluinu 100 au/doU
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lIU2NIvAISWAIUNKaNdQs

SP800-181 Cengage Curriculum

NICE Cybersecurity Competency Model
Workforce Framework

(NCWF) 5

35 Specialty Areas 25 Specialty Areas

630 374 176 67 4

Knowledge: K Skill: S  Ability: A Competency Learning Channels
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lIU2NIvAISWAIUNKaNdQs

¥OLNIVNISVANISISTUNISEDU KangasadwuuavUaaanulsiuas

e donUuUNISANUN . kangasustyayrasANuUuAvUaaanefsiuas
e ASENOUSL . KaﬂEjOSE)U,USfI_JfU‘IF\Z)'\UUUH\)UaE)OIﬂEJTUIUE)S
A . Kandasus:mAlgUuasdisiwAduuunvUananefsiuos
¢ dNYOBW : 7 £ g
« Kangasus:nAlguass:y:au (Certificate Program)
+ ISyugooulad . Kangasooulau 020 (Online To Offline)

® ® O 0 G Q
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JnuunNISANUN

KangasuSgyayrasanuuavUaoanalsiuas

dlu1duN

* Enterprise Network Defense (END) Analysis
e Systems Security Architecture

* Digital Forensics

e Systems Security Analysis

* Technology Research and Development

* Vulnerability Assessment and Management
* Information Systems Security Operations

©O®

etda.or.th

(63 KUDJYANQ)
(52 KUDYAQ)
(51 KUDYNO)
(48 KUDYAQ)
(37 KUDYANO)
(33 KUD9ANQ)
(30 KUD9ANQ)
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JnuunNISANUN

Kﬁngmsaqﬁtyty‘\m‘\uﬁun\)UaaoﬁaTmuas’ IKU:dU
J1UDB) UK1Dngaey
A uKk13nendginalulagsisuvna

e Systems Development (57 KUDYNQ) ukisnenaessnn

« Network Services (43 KUD9NQ)

e Security Program Management (23 KUDYNQ)

 Knowledge Management (19 KUDYNQ)

e Systems Requirements Planning (49 KUD9NQ)

¢ System Administration (36 KUDYNAQ)

» Training, Education, and Awareness (TEA) (19 KUJgfQ)
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AUgnousu

kangasus:n1AdyUQSS:g:du

S1

JeleR

System Administration (36 KUJYNQ)

Data Administration (27 KUDJYAQ)
Strategic Planning and Policy Development
(19 KU29NQ)

Secure Acquisition (13 KU29NQ)

Legal Advice and Advocacy (12 KUD9NQ)
Cyber Investigation (11 KUDYNQ)
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dNyoBW

Kangasus:naAtigvuas3s1wadwluAvUaoanslsiuos

dly1du

 Secure Software Engineering (48 KUJYNQ)

* Enterprise Network Defense (END) Infrastructure Support
(27 KUD2gNQ)

* Incident Response (25 KUJYNQ)

« Customer Service and Technical Support (17 KU29AQ)

©O®
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ooulau

Kangasoaulau 020 (Online To Offline) IKUN:zal
S50 [Ud1na
Data Administration (27 KU29AQ)

Test and Evaluation (20 KU29AQ)
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Jn1IUUN1ISOBIANUN

Uo1dou W.A. 2559 d1UNVIUANENSSUNMSANSDIBIAN(GDA.)
aylia kangasus:inn3slinalulagaisauinAna:nisdoans 3 awn

1.AoUWIIaa<TUSINSUILOSE
2.ADUWIIQDSINUIA:IDTINSBU
3.¥oWANDSS:uUaUDvVNANWYAD

Jolaud (A2981v)

Riwuiauidorkangasnivlsiuasiugov 4 IdounousunisAnu
« Kangasus: mﬂuaumsamuwmmuuum\)UaaonaTv|uas
. KaﬂamsUs nmAdoUass:a:au (Certificate Program)

. Kangasooulal 020 (Online To Offline)

:

*\ e/
I’

22 YVKIQ 165 IIKY

GUANGXI @ @
_Nanning :

GUANGDONG

YUNNAN

MYANMAR Hanol

Naypyldaw.

ol South Chii
Haiphong Sea

Yangon,

.Rangoor

Port Blair

Andaman Sea

250 miles 250 km
b Bing 82017 HERE £ 2017 Microtof Corporanwf
h VRN 7
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Secure Acquisition: 600
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Secure Software Engineering: 3,000

9UavA/auNIU UAAINSNIVIBILIDS e osse o101 sraps: 0

Enterprise Network Defense (END) Infrastructure Support: 350
Incident Response: 350
Systems Development: 600

Vulnerability Assessment and Management: 100 —

wangasandhdnm: 5,275 Systems Requirements Planning: 600

sisat 0 Systems Security Architecture: 300
v . Customer Service and Technical Support: 1,500
B smdinendesuig: 1,125
w N um“mmﬁﬁmmiuiaEiﬁﬁmn;' 1,125 ERsa00 ' Py g
o Test and Evaluation: 600
unanges 020: 1,275 OM: 3.000 I CO: 300 =
Data Administration: 450
I nangasnvInelag: 1,700 Network Services: 300
. _ OV: 600 System Administration: 450
nangns Certificate Program: 1,500 Systems Security Analysis: 300
s AN: 900

Information Systems Security Operations: 75
Knowledge Management: 75

SI0IWL 12,000 Au melut 2564 S A R v 2

Security Program Management: 75
Strategic Planning and Policy Development: 75

@ Training, Education, and Awareness (TEA): 150
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grciaor h Digital Forensics: 150
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n1saqyoavIvNIsIalinauynansnivisives

UvIun

Overqualified

Qualified

ST, vlalnau <:

Underqualified

Tuigvaunn

UKL

<

JIVVU 7
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Reward & Retention

1 rouaou 2 StKIIVEDU
N1SWNDUSY ANdou Certificate
N1sCdYodou
anUuANIATIIBITW _ dunvunw.
UNASIUDITEW IDUIWUEKSUCIIKLD
AU CTSBEW ADIKQWIAY (Wan.)
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Kandasaiu Cybersecurity NIAgYQNISISIUNISADUN dWSD.

« iSEC - MsUSKIsvansAgAnAIUNLIsIuaS _ e - 4 :
o = P f IWUADIUSQD8KaNdasanu Cybersecurity
« TRANSITS - msvaavAug CERT/CC TuavAns © ¥

. CYDER - msk1doyainadn 310 Au 8 nqukudgvmulugaw 59 - 60
« SANS504 - nssulongnnAY
« FOR508 - N1sWgoKanyiudona
e |IT Security for Management

=
o

* Advanced Digital Forensics Workshop “;““" -
“ 1PNBU
* lus=y
60 " sunms
"s
> n
S5aKTD
5 10 ® am/auAu
é' ¢ ® kibevdiugea
b ® KibgvuAWITUAY
20 ® kibevuduasuaauadu
I I ® 5vAnsdas:
]

CvDER w1 CYDER w2 CyDER #3 is TRANSITS SANSS04 FORSCE IT Security for Advanced
Regional Management Digital
Forensic

renaas
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nsUs:arundUSIUonuluAvUasanslsivos

GMS - PUBLIC SECTOR CERT - PRIVATE AWARNESS - PEOPLE

NISUPO
12 AUoSn

& 10
I udn301
msCERT GM?2
GomnmentMon o
e e @iCT

AN THAILAND T
:"i . CHBEH wire v
\I security "

WEEK 2017 i

- gt O gy

iwst 7 Microsoft eV

NI m @EHEE'E"H f S @ @
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AKo8g1vKangasaus NingvanIsISsUNISaau

dKSURUSKIS AdWSOUiiodINAIvUS:INA/ wgoukangiuadna
 Table Top Exercise : TTX anmuunoluls:ine « Windows Forensics
*  MSY0AL CSIRT e CYDER  Mobile forensics
* [T Security Management In Practice TRANSIT e JuuuN ISO 17025, ASCLD/LAB
CERT / CSIRT . Malware Analysis by JPCERT 2;_2?0 25D
* Incident Handling oo * ISEC . * AccessData Bootcamp
* Incident Drill * APCERT Drill e NsIBVLIU X-ways / i2
* Phishing Drill * Macintosh Forensics
« SANS 504 * Applied Decryption

A Was:KUngNvlsiuas « Hard Disk Recovery
ANSWQJUIS:UU e Awareness dquﬂgquduﬂ\)Uaaoﬁa * Hard Disk Physical Repair
« msidoulusinsudrgniun Python Cybersecurity /N1sf8 Social Media * Video forensics training by
e IUDNIVAISUSKISVANISADU e MSIBAWIU LINE CyberSecurity Malaysia

UaoanuiSulsciloomla « XRY

* School Cam
P * Advanced Digital Forensic

@ « FOR 508
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22 fiugneu 2559 Indisasunutuiindannasanusauiafunisenseiuanunionsuiiadennaiu
. y : o vk
lutuas (CERT Readiness) sian1agsna n3fn granunssu uaslassairanugiuddgvasussne

wwsausulaneanmulsiuas

( CERT-RERDINESS )

domagstio sty goswnssy sxlrssadnAug

6-9 5.A.59 auUsu CYDER

20-25 A.N.60 IANTBUTANEGNGAT SEC504 Samfiuga1du SANS

ayunan1sALiu UL

1.
2.

asvUszliudasinivesszuuiiuleduasmitesuniady 150 szuuauled
Wanyaansiieaviuanuiunsasafeaisaumea (Cyber expert) Tngsin1sdnausy
ey inusluaeiia 5 vangns 1dud ndngns iSEC wangns TRANSIT néngns
CYDER %angns SEC504 uagwangns FOR508 sfsuﬁﬂuauqﬂaﬂnsﬁﬁﬁﬂwﬂm 260 AU
ahandeteanusaofumissnuiiiulaseaieiuguddy nan. sun. aun. uaz
du1ANsUIATsing Taelimsaswnuduiindennasainusiufiouazdiunisilndeusuiiens

anaulaaiiiuiuamausuiasing uas sun.
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dasu

e http://thailandstart.com/

e ETDA Channel
e ETDA Thailand

* ThaiCERT
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http://thailandstart.com/
https://www.youtube.com/channel/UCtCzXIh4qIHrXNpDg-5tCoA
https://www.facebook.com/ETDA.Thailand/?ref=br_rs
https://www.facebook.com/thaicert/?ref=br_rs

