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MunsiBenaudnunewzvsniinsirenfiune fuasgunsaldmiulasins

YfuugeussinSamszuuihwanusiuaslaandoaisaumd

1. szuuilasiunslosfitaSedng (Firewall) §7uau 15Uy
Lﬂuqﬂﬂinju,uu Hardware Appliance #ifiu Next Generation Firewall $1uau 2 yn lnsurasyn
el fofl
11 aunsanmadunagaiunm Application, User wae Content laslawisiangadld
12  @unsasesiu Throughput was3sU Firewall wavsvuuntslestuignaumianietie
Tnovhaumsaniu Sruaubivesndn 1 Gbps
1.3 @309895U Throughput wes IPSec VPN swailaitfeanda 500 Mbps
1.4 #@ansevi VLANs tageing Srunuaenstion 500 VLANS 16
1.5  @wnsovi Link Ageregation auunasg i 802.3ad
1.6 il Ethernet port Wuu 10/100/1000 d1uaulyitiesndn 8 Ports
17 il Interface wuu 10/100/1000 dwiuuivsdamslagiavng $1au 1 Port
1.8 {fiwedn Serial Console $7u3u 1 Port
19 gunsodansssuudaedimasine W
1.9.1 55H
1.9.2 Web Graphic User Interface
19.3 Command Line Interface #38 Wsunsuuinsdnns
1.10 il Storage vualivissndn 120 GB
111 gunsansieday wazdwiua Policy nslfewilusedu Application (Application Control) 1w
Application Ussinn Web 2.0, Social Networking, IM, P2P, Voice, Video uag File Sharing [
Tne Application #ine9 fiafinnsdauusnin Category, Tag wasseiundes (Risk Level) wo9
Application
112 @wnsadans Poliy nastiidnstinugunsal Tasaansassysindeyaniedie wu 1P,
Port #3e Protocol 14
1.13 gunsanvun Security Policy 1d User, User Group Ltasqﬂﬂ‘mi 1ae Integrate Wiy
Active Directory 19
114 flvuunisnses URL (URL  Filtering)  flamansafiamat ausumavirfiaduled tda
Category wazansnsnimun Black list uas White list 18 '
1.15 ﬁisuumqﬁquﬁnssmﬁmzq Malware Wag Zero-day Malware

ar

1.16 fisvuutlesiufiunnau (Threat Prevention) w3essuulesfiumslanfivasnisynin

h

T

L= 1] =t Ay o o
w30t lnolinaudn fnall
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L16.1 awnsatesiunisyngnisuu Vulnerabitity Exploit
1.16.2 annsndesiumainnmsuavdaunslonfiuuy 1P Defragmentation way TCP

Stream Segmentation

1163 aunsalasiuefers wasaunsonsivdu Overflow, Trojan tag Spyware
1164 sunsonyvdu uavlasiu Virus uuluslnnea HTTP, FTP, POP3 wag SMTP
1.16.5 awnsamsyndu wastesiy Virus filadandu PDF, HTML waz Java script
116.6 @nansansiady File Ifesesdioneosiiy Malware vulusinasa HTTP, FTP,
POP3 wag SMTP gt
L17 anansods Logs  Wiigunsalimiiiu Logs  w¥e annsavhanudaniussuumeyen
WieSudiaya
1.18 a@nnsaadieseaiiudonssle aanlssamvesdoyafifesniiudns vinvesnsuaniua
1 n3vivle nsWInaY UageansEURINAY LR8N Tugunuu CSV wise PDF viie HTML uay
aunsaimuslisensienu véoudsivssuuBudludeinudeddlnesiusi
1.19 flssyumandenanuy Dashboard fiasnsoudundaled
120 Hszuudnnsauamnstiuins Quality of Service) lnsanunsadivun Policy
#83n75 Bandwidth was Traffic IﬂEﬁ“‘U‘U@Ui‘UWQQE!ﬂ wazawuRYWEATY (Priority) U89 Traffic 1#
121 awnsaviuludnume High Avallability Tugituu Active-Active wag Active-Passive o
122 awnsaldau Routing wuu Dynamic Routing éur OSPE, BGP, way RIP vi vt RIP v2 18
1.23 @nnsaldueusnasgu IPvé 14
1.24 mﬁmﬁm%ﬁtauaﬁaﬂﬁ%’umﬁmmmmsg'm ICSA
1.25 wansasiiauedoseglungu Leader wie Challengers yasandtasivssiam Enterprise
Network Firewall U 2016 w84 Gartner
1.26 sifinsnsiauedadldfusssnmsgmudmnsudnssoeteusindnlyih FCC nagldty
msguuATulasate UL wie CE
1.27 winfnsieuedeseansofndeuu Rack 19 114

%
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2. szuutesiuladamandothg Shumu 1 ssuy Inedinmastd foil
) < o | @ Y ¥
2.1 Lﬂuqﬂnmﬁtmu Hardware Appliance Wiwihfinsasdu duw udaieu wagsemu
SunTBINABANY (Threats) lussuuaFethelifugguassuulfuy Real-Time

22 gunsonsinilom msdeusle uaeviginssuilsivasndy vienslafssuuld
2.3 i Interface WU Ethernet 10/100/1000 aifhndn 4 Ports
/2.8 #unnsesu Throughput laliivesndy 1 Gbps
2.5 {i Storage wualsiosnda 500 GB $auu 2 v
s 2.6 fmbhemush (Memory) laitfoenda 16 GB

2.7 il Power Supply 12w 2 wie Tnevieuuuy Redundant Power Supply

2.8 annsoiudoya Traffic  §e38 Miror Port 18 wazsaasunmImsImmdayas Traffic Iéann
Wslapea SMTP, POP3, HTTP, DNS uaz CIFS wis SMB & s dnunsansavRumIltulusunsy
19U Instant Messaging, P2P file sharing Uaz Streaming media 16

2.9 @nNTRTIRVY UasAunnslani wuu APT (Advanced Persistent Threats), Zero-day
Malware uazmsloulaeld Document Exploits wia Exploit kit tool 16

2.10 g sansavaeulidiifeaseds wazTinsesinginssuvealnd Tneldssuy virtual
Analyzer Ima‘Ln’a’ao‘i’?aehalwéﬁoﬁ’aqaqé’a‘lﬂé‘J’qmeuaﬂiwmﬂ?mha wagansamuatodaiu
(Rule) taidenlvdfidosadiunsdslusassuy Virtual Anatyzer

2.11 #nan50d31955UU Custom Virtual Analyzer YUIBUUUURMS Windows XP, Windows 7,
Windows 8, Windows 10, Windows Server 2003, Window Server 2008, Window Server 2012
Ltaﬁﬂﬁﬂlﬂéﬁﬁ%mﬂmﬁnd'} 40 Mb ¢ ieifiunraasnselissuunnday

212 a’lu'l‘sm,iemm'iaq'm Top Malware-infected Hosts, Top Suspicious Behavior Detected
wagvimsyuTuisaiinee (Custom Dashboard) ¢

2.13 dansaasrenea Report) Ry On-Demand uag Scheduled Tuguiuu POF

2.14 gnnseAum Logs wuurivunlewls why wiinuasmsaseasy (Detection Type), IP Address,
Mac Address wazfium Logs uuufmuananls wavansods Logs lugtuuy CEF uaz LEEF 1#

2.15 gnnsansiagu LLﬁ&:‘ﬂ'tJW‘IﬂEJF}nﬂ'lll Ussinm Bots, Trojan, Worm uas Key loggers it

2.16 annsauImsinnsguasaliin Web Browser 194 Intemnet Explorer uae Firefox I

217 gunsoimundvsvesfguassuulussiufivanmieiuld Role-based Administration)

2.18 ﬁizuuﬁmﬁﬂmSLLUU?‘J&IE}‘HET {Centralized Management) ﬂgﬁiauu Antivirus was
JBUU APT

2.19 whnffaiitiensoawglundy Leader vomdndosivsanm Endpoint Protection Platforms
U 2016 w94 Gartner

%
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3. davlduastiosiulafadwiuiaTasnsufianesualing Sauw 1 szuy Tnedlnuanifi feif
31 awnsaldnuturtemoufiuneduiteaiion (VM) dnnulsivfesnds 50 w3as
32 amnsovihnuuussuudioRng Windows uas Linux 18
33 anansevienuy Agent based dm3u ViMWare ESXi 182 Microsot Hyper-V
3.4 @wnsadennisauny Malware 1¢ wail
3.4.1 Full Scan
3.4.2 Quick Scan
3.4.3 Real-Time Scan
3.5 ﬁwmmﬂaanm}aﬂmmaaﬁvuuﬂgumms‘lma‘tumaammm Patches uussuuufjiinisiaiion
Lwaﬂmnuﬂmmﬂmmnﬂmumnms Patches  Tnefidslalldvihnsmaasuiunasldeuis uasdes
ausnudaieuteedwilwimaniule
3.6  aunsolesiumslendniidmnesndsstmivedusunsainssnn Web Application 161
19U SQL  Injection, Cross-site Script wazasaleatusunsieussian Zero-day Attacks uas
Exploits Usstangingg e
3.7 awnsadasiumsidnlden web Site fSunsievde Web Site flaioygwitfidield
wasimumssdunslasiuldiemalilad Web Reputation fussuu Cloud teaduswdatasils
38 awsemuaumadiie Application #1949 Tuszsy Network I
3.9 awsauimsdnmsssuuiomueldeindiunatesig Web Browser wasilssuuuims
Yamsdmi Virtualization KUy Pivate Cloud uag Public Cloud L9y vCloud wae AWS wisa Microsoft
Azure Wngagnield Server insoudefild
3.10 awsevir Recormmend Scan w84 IPS Policy auusinluiii
311 @mninnynaey Malware waslsiutnnaumndedwivesssuud fiRmauariusuns sl
3.11.1 Anti-Malware Solution Platform (AMSP)
3.11.2 Smart Scan
3.11.3 Web Reputation
3.11.4 Virtual Patching
3115 Intrusion Prevention
312 awnsamvguansiudeiaya Trafic Wevmsnsiedoummfinund wasmst-fudeune
mM3ldam wavanunsayi Stateful Firewall ila3ns st Packet dwsulusimasa TCP, UDP uaw
ICMP 6t
3.13 aunseadeseeilugiuuures POF uay RTF 18 wavamnsatlostumsiinsmesulagnis
vihsiede Password 16
3.14 ansanwuadvslumaidldaiu (Role-based) veaudas Users 1d q\P
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3.15 gansaudafleur Email, Syslog wae SNMP g

316 amnsansyeduArmIgninsedaya (Data Integity) vasssuuditiins wu nmsudly
File, Directory, Registry Key way Installed Software l¢/

3171 Agent ﬁmmsaﬁmﬁ%uuawuﬂﬁﬁﬁnﬁ Microsoft Windows iflavhnsasaadeu
AMuUsaRAYUY Microsoft Windows Event 1§

318 wﬁmﬁmﬁﬁtauaﬁaﬂé’%’un1'5%’wsa&mmgmﬁ’wamuﬂaaﬂﬁ’a Common Criteria EAL 4+

o] o 3 o =

Juedesihnsfineusy uavdmintanansussnounidfineusy Ussneudne
11 nmsldnussuutlestunsleuiiesetie (Frewall)
1.2 msldussuullssiulafamaaiedne
13 msldnuseriinilesiubadwiueiowmaufaunatisdae
Wneilszesnmiluniseus salbitfesndn 2 $u Tnsldanufivesdinnunnenssuntsthsmnsratey
Tritud i Swalaitieandn 5 au
2. fuwesdesiuilumsindessuny uasdmimemumsindiszuuy fdweu
3. fnwadedduiinveudildtelumstngeinussuun uae License Minty Wisvesian
Lidesndn 3 U
- duessdesiuuisiummdaunvies windndawesmifasiifoneiintuntlussevinm
Livfaendr 3 9 ﬁ’ué’mmni‘uﬁﬁmmsmsw%’umnﬂmsnﬁumim5';51%’11?‘1’21@ Tnsnanglussyzandanan
winiinaudgaunwdes wisdndesduiesnsinnsTdamumanni Hungvzdesinnisdenney
uilelfegluanmldnslafafumely 3 Suhmsiufannuildsuudand dnounnsnssms

rmnswaEeu

n1sgdauguenu

m*unammzimavmnmmﬁauwamamavaUn‘smﬁ'l*visu‘lmanwsﬂﬁuﬂqaﬂ‘suawﬁmws..,U‘usnm
afuntaensttansaummteufions uauﬂmausu'lmmmﬂ melu 120 Fu sfudeonTusnmiudaan
Tnednedosiniumsiings esdndsmen dof
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