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LBNEITHUUNENNIEEY 0.0

yazidvanMinvuzanizanIinsireuiumafuasaUnsaidmiulasnig

YFudswasininmssuuinunanuiiuasuasadesisaume

1. szuullasiunislaniialatne (Firewall) 31uau 1 59UU
Lﬂuqﬂﬂiaﬁmn Hardware Appliance U Next Generation Firewall #1u2u 2 40 lnsusiasyn
fnnuaudR ol
1.1 awsensieduuaveunu Application, User uag Content lngtawizianzasla
1.2 @1503993U Throughput 89s3UU Firewall wazszuunmsUeaiuieanmumaniedie
Tnavhawwsauiu Suiulitdesnda 1 Gbps
1.3 @mnIasessu Throughput ¥8¢ IPSec VPN 31unuliitiesni 500 Mbps
1.4 @wn3avin VLANS tagging 41uauagneiios 500 VLANS 16
1.5  @mn9avi1 Link Aggregation muainmsgnu 802.3ad ol
1.6 il Ethernet port Uy 10/100/1000 shuaulaitiasndn 8 Ports
1.7 1 Interface WUy 10/100/1000 dwsuusmsdanisiagianis 3717y 1 Port
1.8 fimadn Serial Console $1umu 1 Port
19 awnsedamsszuudaeiamsse el
1.9.1 SSH
1.9.2 Web Graphic User Interface
1.9.3 Command Line Interface ¥5® TUsUATUUSMITIANTT
1.10 I Storage vualitiasnin 120 GB
1.11 snmsansivaeu wasiwiua Policy msldanuluszau Application (Application Control) 12U
Application ﬂia:LﬂVt Web 2.0, Social Networking, IM, P2P, Voice, Video Wag File Sharing |
Tne Application #1149 Fosfinisdauusnn Category, Tag wassedumInudes (Risk Level) wed
Application | '
1.12 aansadams Policy niskduinmsrugunsal Tnganunsassyandeyainiony wdu P,
Port %38 Protocol &
1.13 annsanfvuna Security Policy anu User, User Group uazgunsal 1ag Integrate iy
Active Directory 16
1.14 flszuumsnses URL (URL Filtering)  Mienansademy muguasiintaduled eana
Category Wagausanvun Black list wag White list 161
115 fissuunsadungAnssuitessy Malware wag Zero-day Malware

g

1.16 fiszuullesiusuanaiu (Threat Prevention) wisszuulasiunislaufuaznisynin

%

De
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1.16.1 aansatdeaiunisyninuuu Vulnerability Exploit
1.16.2 annsadesiumalinnisvaudaunisiaufuuy IP Defragmentation wag TCP
Stream Segmentation
1163 annsntesiuaietne wavaunsensadu Overflow, Trojan wae Spyware
1.16.4 @nnsonsiadu wasteanu Virus vulusleasa HTTP, FTP, POP3 uay SMTP
1.165 @unsansiasu uazilaaiu Virus filssuniu PDF, HTML way Java script
1.16.6 a@w3ansIadu File Afesasdeinenaasdy Malware vuluslamea HTTP, FTP,
POP3 wag SMTP l¢i
1.17 awnsads Logs. USagunsaldaiu Logs w38 anunsaviausiudussuuniguen
iieFudediaya
118 anunsaadrenuiiviuisld aanssianvesteyafifeanisuans slinveinisuaniua
WU ATV NININNEY LazeBNIBNUANNANRBINTT Tuguluu CSV vise PDF wie HTML uay
anunsaivuslveenseau wieudehussuudiudludaiiedestdlnesnluls
1.19 fsvuunisuanawmauuy Dashboard flanunsauduudsls
1.20 Hssuudnn1snuamnisiiuinig (Quality of Service) laganunsadiwum Policy
Wiedans Bandwidth w84 Traffic Ingssyvaulunggn wavdwummidndny (Priority) wes Traffic 16
121 annsevienludnune High Availability Tuguuuu Active-Active uag Active-Passive 1o
1.22 aunsalda Routing wuu Dynamic Routing Al OSPF, BGP, uaz RIP v1 wse RIP v2 14
1.23 gnaunsalgauniuansg IPvé 1o
1.24 wAnfsilauedesliiunsiusannnsgIu ICSA
1.25 Nﬁmﬁmﬁﬁtauaﬁaaaqiunﬁju Leader w58 Challengers Upnanfausiussiny Enterprise
Network Firewall U 2016 w89 Gartner
1.26 wAnfasiiauedodldfusannasgusunsuinssaeveuimanlvih FCC uaslidu
WmsgIusuANUasnde UL wie CE

< o :3 2/ < 5 au
1.27 wAnSuenlausfnaIaIuIsaRnfauL Rack 19 d7la %‘
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2. szuutlasfulafamaaetie swau 1 szuu nefinoaudd il

2.1 1Yugunsalwuu Hardware Appliance viwihiinsaadu Aumn ufafeu uassnesu
sunTwIINAA19Y (Threats) Tussuuinieelviugauassuulduuy Real-Time

2.2 aunsansaiiem madeure uaenginssuithivaenss viensladszuuls

2.3 il Interface WU Ethernet 10/100/1000 'aifndn 4 Ports

2.4 @m1509993U Throughput lolidsenin 1 Gbps

2.5 i Storage aumlitoundn 500 GB U 2 wiae

2.6 vuieAun (Memory) lidtieenin 16 GB

2.7 il Power Supply 712U 2 wthe laevinauiuu Redundant Power Supply

2.8 annsafuteya Traffic Awd8 Mimor Port ¢l wagsasiumsmmamdeya Traffic lian
Tuslamea SMTP, POP3, HTTP, DNS wag CIFS w5a SMB ¢ uazanunsansiamunisidaulusunsy
19U Instant Messaging, P2P file sharing uaw Streaming media 16

2.9 @WNTORTIINU uazAUNANSlauR Wuu APT (Advanced Persistent Threats), Zero-day
Malware wazn1slauflnely Document Exploits w5e Exploit kit tool 16t

2.10 anunsansavdovindfifesacds uasiiaszvinginssuvaslid Tagldszuu virtual
Analyzer Ingliidesegrsindidesasduludanisuenssuunietiy wavauisasmuadedeiu
(Rule) Waidanlwdidesasdslunsdelusaszuy Virtual Analyzer ,

2.11 ananseadeseuy Custom Virtual Analyzer UussuuU{uRn1s Windows XP, Windows 7,
Windows 8, Windows 10, Windows Server 2003, Window Server 2008, Window Server 2012
uazsosiuldATiunalvndn 40 Mb 1 efiupnauaendelfsguuanndstu

2.12 mminﬁﬂnﬂi’mmu Top Malware-Infected Hosts, Top Suspicious Behavior Detected
wazvihn1sUuwseswinge (Custom Dashboard) 161

2.13 aunsaad1enea Report) [¥iauuu On-Demand wag Scheduled Tuguiuy PDF

2.14 amnsodum Logs uwuuriwuaieuly 1wy 9iinvainmsniiaasu (Detection Type), IP Address,
Mac Address uazAum Logs wuurhvuaald uagamnsads Logs luguiuy CEF wag LEEF 1gl

2.15 @nnsans193u wazAumiuanay Uszuan Bots, Trojan, Worm uag Key loggers 1a

2.16 aunsauimsinnsgunsaiiu Web Browser 1t Internet Explorer wae Firefox 61

2.17 amnsafmundvusaguaszunlussiuiiunnseuld (Role-based Administration)

2.18 ﬁssuuu‘%mﬁﬂmmvuswqué (Centralized Management) WSEUU  Antivirus way

YUY APT
2.19 ndnfnifieusdoweglungy Leader wsw@ntausiusunm Endpoint Protection Platforms

U 2016 v84 Gartner %\ﬂ
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3. gaviduastlasiulaadmiuiadasraufuaeiusitne S1uau 1 seuu Tneflnaaud fod
3.1 aunsoldeusueSswenfiweiiuithesiou (M) swadhitesnin 50 wdes
3.2 anunseveuuussuuUfuRng Windows way Linux bl
3.3 @UIRYULUU Agent based dwisu VMWare ESXi Wag Microsot Hyper-V
34 awnsadenmsawny Malware I fail
3.4.1 Full Scan
3.4.2 Quick Scan
3.4.3 Real-Time Scan
35 aumsatesiutedwivesssuuufiinslnglifesfiofe Patches vusruuUfiRmaaiiou
Wietesfullgilenafintuainns Patches  Tnefidelildvinsvmeseufunisidause uasdes
annsondaiioutodwilmififatule
36  annsalestunslauinfitmvaneandesuivesusunsuusenn Web Application 16
Wy SQL injection, Cross-site Script wazauisatssiudunsieussian Zero-day Attacks wag
Exploits Usztnnsingg 1ol
37 aunsadastumadildau web Site Adumsievia Web Site Ailiaygnlvidndsld
wazimunszAunmsUesiuldmenalulad Web Reputation fiuszuu Cloud soddvasdniusiia
38  awsaniuaumsdnie Application sineq lusedu Network I
39  ansauimsdanssvuutanualdanaaunatsiou Web Browser uasiissuuuims
dansdmsy Virtualization Wuu Private Cloud wag Public Cloud i vCloud uag AWS %58 Microsoft
Azure Tngagmeld Server tndaafeniuld
3.10 @nsavi Recommend Scan 984 IPS Policy lauuudnlusim
3.11 aunsemsndeu Malware usstlasviusennmunntadmivesstuuUfuinmsuagiusunsy ot
3.11.1 Anti-Malware Solution Platform (AMSP)
3.11.2 Smart Scan
3.11.3 Web Reputation
3.11.4 Virtual Patching
3.11.5 Intrusion Prevention
3.12 annsamuaumssuddieya Traffic WievinmsnseasunReund wasmsdifunlewe
msldau wazanunsavih Stateful Firewall edinsnes Packet dwduluslnaea TCP, UDP uaw
ICMP 16t
3.13 gnansaaderenulugunuuves POF uae RTF Id uaganunsatesiumstingeanulaens
hewanae Password 161

3.14 gnusanvunadnilunsidldau (Role-based) vasusiay Users ol 9&“
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3.15 @usauIRfBuUNIY Email, Syslog wag SNMP 16
3.16 @5ORTIVERUANGNABYBTeYA (Data Integrity) veassuuUfURnIT 1y n1suhle
File, Directory, Registry Key uag Installed Software 16
3.17 11 Agent ﬁawmmﬁﬂé{‘muwuuﬂﬁﬁﬁﬂﬁ Microsoft Windows fievinn1snsiasey
AulasafBul Microsoft Windows Event 1@
3.18 wAnfarifiauadadldfunssusesnnsguduaudasndy Common Criteria EAL 4+
3 i MV
1. guedswinmsinausy wazdnvitenasussnaumsiineusu Ussneudng
1.1 msldanussuulesiunmslav@iaiotne (Firewall)
1.2 mstdaussuutesiulsanmanistne
1.3 asldeumenduasiediubadmiuaiasreufinneduldne
Tneflsveznaitunseusy vallitiosm 2 Ju Tneldaomuiivesdwnmunsnssunmsdmeniswadeu
Tudmid snuliddesndt 5 au
2. ﬁma%é\’a\aﬁ%ﬁuﬂﬁﬁﬂﬁ"’ﬁsum wagdnvihsienumsinReszuun fdwey
3. gugazdesiuiiareulddnglumstngedinwissuun uay License ARatu Wusvesan
laitfesnin 3 ¥
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