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1. ssuudlasiumslaufiasadie (Firewall) 31U 1 seuu
iugunsaisuu Hardware Appliance Miilu Next Generation Firewall $1usu 2 g Tneustasyn
finoueanR Koil
1.1 amnsanmadunavauny Application, User wag Content Inslawizianzadld
1.2 @nninsesiu Throughput 98353UU Firewall uassyuunislesiufugnenumansetig
Tnevhnundeuriu sauulaidsendt 1 Gbps
1.3 @mnsesesiu Throughput 983 IPSec VPN Iuauliisenia 500 Mbps
1.4 anunsevin VLANSs tagging d1uauaenatiae 500 VLANS 161
1.5  awnsavih Link Aggregation aannmsgiu 802.3ad ol
1.6 il Ethemet port Wy 10/100/1000 Sruauliiisendn 8 Ports
1.7 il Interface Wuv 10/100/1000 dwsuudvnsdamsinemyng 911U 1 Port
1.8 ilwesn Serial Console $7uau 1 Port
19  amnsadamsssuudaeianmeie Wil
1.9.1 SSH
1.9.2 Web Graphic User Interface
1.9.3 Command Line Interface vi3s Waunsdwisdnns
1.10 i Storage vwmbivesnin 120 GB
111 @wnsansvdey taeinviun Poliy nstdanlussdiu Application (Application Control) 19
Application Ussinv Web 2.0, Social Networking, IM, P2P, Voice, Video way File Sharing (11
Ine Application #ing? fiasdintsdanusny Category, Tag wassesumandes Risk Level) 989
Application
1.12 awnsadams Poliy msldudnisehugunsel Tngannsassyandeyainiedne idu 1P,
Port w38 Protocol 6
1.13 @nnsafiviua Security Policy sy User, User Group wavgunsel lae Integrate 14y
Active Directory 14t
114 fsyuunsnses URL (URL Filtering)  Aienunsaiiama aaununisidniiaiuled ey
Category Wazanunsnnmua Black list uas White list a '
115 fszuunsedurgiinssnilessy Malware uas Zero-day Malware
116 fisvvutiasiusionnaa (Threat Prevention) wiessuutesiunislanfivaznisynin
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1.16.1 @wnsadesiunisyngnuuy Vulnerabitity Exploit
1.16.2 annsotasiumaianisuaudeunislauiivuy P Defragmentation uas TCP
Stream Segrnentation
1163 amnsadesiuaiedis wazannsansdedu Overflow, Trojan wae Spyware
1.16.4 @wnsans19du wastesiu virus vuluslnaea HTTP, FTP, POP3 way SMTP
1.165 annsansavdu wastloaiu Virus fillsdaniu POF, HTML was Java script
1.16.6 #u130n5293 File Afesasditervaziiu Malware wilusinaea HTTP, FTP,
POP3 uay SMTP ¢
117 dnansads Logs  ludsgunsaidauiiu Logs e anansavieusamfussuunisuen
WieFudstoya
118 aunsoadmsmiviunadd sussianvedioyaiifenisuans wiinvaamsuandna
g1l NSV n3hana Lageens BT ReIns Tuguuuy CSV wia PDF wie HTML uae
aunsatmuslisensigau wiendsinssuuBudludaifedoddlnesnlu
1.19 fiszuunsuanaualuy Dashboard fianunsauSunsild
1.20 flssuudamsnmamnansTiuinms (Quality of Service) Tneawnsarwun Policy
Wisdnm3 Bandwidth ve4 Traffic Tnyssyvoulwgem uavefunrwdndny Prority) ves Traffic 16
121 smnsavirniludnung High Availability luguuuu Active-Active way Active-Passive ¢
1.22 amnsaldan Routing Wuu Dynarnic Routing éiun OSPF, BGP, waz RIP vi vise RIP v2 'I¢f
1.23 amnsaldnuniunnsg IPve 16
1.26 udafausiiiausdodldiunistuseanaigm ICSA
1.25 mﬁmﬁ’mﬁﬁtﬁuae‘u’m@q’lundu Leader w38 Challengers 9aenanueiUssian Enterprise
Network Firewall U 2016 984 Gartner
1.26 wdnfusinauafaddiussanmspusunsuinssneveusindnliih FCC uasldtu
wmIgumMumNaeasiy UL via CE
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1.27 sdnfusiduanoanunsafngauy Rack 19 d7ld
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2. ssuvlesiuloFamardedhe $1umm 1 ssuv Tneilqouantd &

2.1 Wugunsniuwuy Hardware Appliance fivwtilnsaedu fumn wiudfiou waysmeey
dunvevndesieg (Threats) lussuuiafethalifudauassuulduuy Real-Time

22 awnsonsraiiom msdewste uasmginssuillivasnste viemslauitszuuly

2.3 il Interface WU Ethemet 10/100/1000 laisadn 4 Ports

/ 2.4 aunsasesiu Throughput leildtfesndn 1 Gbps
2.5 Storage aunalitiasndn 500 GB 1wy 2 wiie
7 2.6 fimbsarasn (Memory) Bivfasnda 16 GB

2.7 il Power Supply S1uau 2 e Tasviautuy Redundant Power Supply

28 awnsoiuleya Traffic #1638 Miror Port I wagsesfunsasiamidioya Traffic 1dan
Wslamoa SMTP, POP3, HTTP, DNS wag CIFS wie SMB 1¢ uazanansansiatunisldaulusunss
19U Instant Messaging, P2P file sharing uaw Streaming media ¢
' 2.9 @anionTIndu waeAumnsloud Wy APT (Advanced Persistent Threats), Zero-day
Matware waznslaailagld Document Exploits w3a Exploit kit tool Td

2.10 awnsonrdeulvdfifosacds naziinsvingfinssuveld Tneldssuy Virual
Analyzer Ingliideiaadlndideadsludainmousnseuuiaiotne wazannsasmuadatasy
(Rule) Wardonlwdidosasdslumsdslugssuu Virtual Analyzer

2.11 @nsnaissuu Custom Virtual Analyzer vussUUU{URNTS Windows XP, Windows 7,
Windows 8, Windows 10, Windows Server 2003, Window Server 2008, Window Server 2012
LLassm%’v‘Mﬁﬁﬁmmﬂ‘ngn'h 40 Mo I8 eifiunraaenseldssuuinndeiy

2.12 #nsai3eng sty Top Malware-Infected Hosts, Top Suspicious Behavior Detected
wagyihnsuSuwianiiine (Custom Dashboard) I¢

2.13 amnsnas1esiwam (Report) Iéawuy On-Dernand e Scheduled Tuguuwuu POF

2.14 gunsafun Logs wuurwunienly W sfisuesnsnaaey Detection Type), 1P Address,
Mac Address wazgAum Logs wuimuananls wazaunsods Logs Tuguuuy CEF was LEEF 1§

2.15 #INTITIU WagAumIRAnAa Useian Bots, Trojan, Worm uae Key loggers 1

2.16 ansauswsdanisguasairiy Web Browser L9 Internet Explorer waie Firefox I

2.17 amnsafmundvsuesguassuuluseduiunnsnaiuld (Role-based Administration)

2.18 fisyuuuimsiamsuuuTugud (Centralized Management) Weseuu  Antivirus wag
YU APT

219 winffaniineussovedlungu Leader tawdnfasiussan Endpoint Protection Platforms

U 2016 991 Gartner
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3, gaviduaitiosiulafadmiuiniasraafiamesusivng S1uau 1 szuu Tnefinoiau® foil
3.1 annsolfnuiueieresianefuiiiersiou VM) swmllitesndt 50 wdes
3.2 @wsevihauuussuuufdiinng Windows was Linux 16
3.3 @uNI0MULUY Agent based dm3u VMWare ESXi uag Microsot Hyper-V
34 aunsaiiennsawny Malware 16 dil
3.4.1 Full Scan
3.4.2 Quick Scan
3.4.3 Real-Time Scan
35 awmolestudedwivesiruuufiinsinglideainds Patches wissuLUTANRaiiou
Lﬁaﬁaqﬁ’uﬁfuumﬁmmﬁﬂ%umnms Patches  Taufidslalldvinnsnadeusunsléausis wasdes
annsaudaiteuadestnilmiiniule
3.6 awnsatlestumsladaidimunenndesdnivedusunsulssnn Web Application 14
Wi SQL injection, Cross-site Script wazanunsatisafusunsnuussian Zero-day Attacks way
Exploits Usstnveings 1
37 aunsadesiumadildou Web Site Aunsiovie Web Site Ailsloygynl¥idniald
wasivusssaumUsaiulamewalulad Web Reputation fussuu Cloud vesdvamdndnsile
3.8  @nnsonIuAumMadnge Application #naq Tusedu Network 14
39 amnsavdmsdamsssuuiaunldatndaunansinu Web Browser uasfiszuundnig
Iansdmiu Virtualization Wuu Private Cloud uas Public Cloud 184 vCloud Was AWS vie Microsoft
Azure Towatineldl Server ndouReafiuld
3.10 @nn9nvih Recommend Scan 984 IPS Policy Tduuudnluii
3.11 @unsansiaiey Malware wastlesfufinanmndedmivesssuuuitimsuayivsunm da
3.11.1 Anti-Malware Solution Platform (AMSP)
3.11.2 Smart Scan
3.11.3 Web Reputation
3.11.4 Virtual Patching
3.11.5 Intrusion Prevention
3.12 annsamupunivddeya Traffic Wayimsnsegeunnufinnd wesnadfluuleune
mslden wavannsovi Stateful Firewall (flefinsnen Packet dwmiulusinnea TCP, UDP uas
ICMP 161
3.13 amnseaieenulugusuues POF was RTF 16 uasanunsadesfunmadanenulaens
whsiadng Password 161

3.14 gnsamvuagndlunisiinida (Role-based) seunas Users ler g\
&+
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3.15 aansaudafiousiy Email, Syslog wag SNvP 16

3.16 ansansvdouAIgniesuasdaya (Data Integrity) vaessuuUfuinng wWu nisuile
File, Directory, Registry Key uag Instatled Software 16

317 Agent ﬁmmmﬁﬂﬁwusswﬂﬁﬂ’ﬁms Microsoft Windows Lilesinnasasiadeu
AMYaRAEUY Microsoft Windows Event 16
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3.18 sianfnsimauefadlitumsiuseunasgitunudaenit Common Criteria EAL 4+
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1.1 mildussuulesiunmslouiinietis (Firewall)
1.2 msldnussuullasfubamaniedny
1.3 milfrweviiniliosul¥admiuaiownonfinnefulde
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2. fuwszdesiuiiunisfiofassuun uesdnvisenumsiesssuuy fidwey

3. fuesdediuiinveudldelunsthizednussuun was License Miindy Wussovian
livoendn 39
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3, Uit vuRsaInad (5IRN9n994) Qgéfmqngq
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30T CAUR
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1. ssuutpsiumsisudipSetie (Firewall) 1 58UU 3,002,420.- 3,002,420 -
2. svuutlssiulamaniote 1 58uU 1,605,000.- 1,605,000.-
3. sevlduaitesiilfdmiuniemonfiune i 1 520U 1,605,000.- 1,605,000.-
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