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1. ssuvtasiunislaudiniadng (Firewall) 1oy 1 szuy

Lﬁuqﬂmiﬁwu Hardware Appliance M Next Generation Firewall 97U 2 e Iﬂmlﬁiazﬁﬂ
finnuaani® dail

11 awnsansiaduulazauAn Application, User wag Content Tagiawigianzasld

1.2 @wn3a3895y Throughput @9s8UU Firewall uagszuumstesiufgnaumaniatig
Tnevhaundeuiy swnuldifesndn 1 Gbps

1.3 awn309993U Throughput 981 IPSec VPN sruaulsdiissnin 500 Mbps

1.4 @wnsavih VLANs tagging 91uaustnaties 500 VLANS 1¢

1.5 a@wnsavh Link Aggregation auanasgiu 802.3ad It

1.6 i Ethernet port WUy 10/100/1000 $huanlaitfesnda 8 Ports

1.7 1 Interface wuy 10/100/1000 dwiuuimsianisiaeiamiy st 1 Port

1.8 Jiwesw Serial Console 91U 1 Port
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1.9 anansadamsseuumeIsmseng lanail
1.9.1 SSH
1.9.2 Web Graphic User Interface
1.9.3 Command Line Interface %38 1UsknsuUSMIIANTS
1.10 & Storage wunlsitiesnin 120 GB
L11 emnsonsiaseu waermun Policy mslfailussy Appliation (Application Control) 1w
Application ﬂ?&:tmﬂ Web 2.0, Social Networking, IM, P2P, Voice, Video uag Fite Sharing 16
lng Application #i99) fisadinsdauuanin Category, Tag warszduadss (Risk Level) 989
Application | '
1.12 @nasadams Poliy mslduinissinugunsal Taeaunsassysindeyainietie wu IP,
Port %38 Protocol 16
1.13 awnsafmun Security Policy a1 User, User Group wazaunsel lag Integrate 1y
Active Directory ¢t
114 flsguunisnses URL (URL Fittering)  fanunsafan auaumsdndaiules dau
Category wagausanivua Black list ag White list 161
1.15 ﬁigwmqa%wqﬁmsmﬁasw Malware wag Zero-day Malware
1.16 fszuulesiudunna (Threat Prevention) wiesvuutesfunisleufuaznisyngn
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1.16.1 anunsadesiumsyninwuy Vulnerability Exploit
1.16.2 anansadesnumainnsvaudeunislaufiuuy IP Defragmentation wag TCP
Stream Segmentation
1163 aunsadesiuaietney uasaninsonsindu Overflow, Trojan way Spyware
1.16.4 @w5an5733u wazdeeu Virus vuluslemea HTTP, FTP, POP3 way SMTP
1.16.5 @1u15005999U wagtlasdu Virus fidafaundu PDF, HTML waz Java script
1.16.6 aw15an193v File Aidosasduianaasdiu Malware vuluslonea HﬁP, FTP,
POP3 uag SMTP &
1.17 @wnseds Logs. Tdegunsaldaiu Logs  Se anunsarineusiufussuunieven
Wi Fudstioya
118 amnsaademesuiiviuusdld puUssianvesdeyaiifioinisuans slinveanisuania
Wiy ASMLYIS ATINNNAN KAZBBNTIBUATNANABINTT TugUuy CSV w3 PDF %5e HTML uag
annsafwuslfeensienu wiendwussuududluduitedaddlaesnlulii
1.19 fiszuunnsuananaluy Dashboard fiaunsausunsld
1.20 fissuudan1samun1nnisiiuinig (Quality of Service) lawanansariivue Policy
edans Bandwidth wes Traffic Tnessyrauiungean uavdwumnuday (Priority) ves Traffic 16
1.21 anansaviendludnums High Availability Tuguiuu Active-Active way Active-Passive 16
1.22 annsoldau Routing wuu Dynamic Routing léiuA OSPF, BGP, uax RIP vi wsa RIP v2 l&
1.23 anunsalfaiuniuuinsgiu Pvé 1
1.24 rdndnsiauedasldiunisiuseannsgiu ICSA
1.25 winfusifiauofateglungy Leader wda Challengers vaswansfausiuszann Enterprise
Network Firewall U 2016 989 Gartner
1.26 nanfausimauededliiusnmnspusunisiinsyaevesusimininih FCC uarlédy
WRFFIUIUANUREASY UL vl CE

o o ed . : 2
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2. ssuulesiula¥amanSadne S1utu 1 ssuu lnedianuaud deil

2.1 Jugunsaluuu Hardware Appliance vimifingadu fum wiadiou wassneau
ounTIeNAER1e9 (Threats) Tussuuinsatnelitugauassuulduuy Real-Time

2.2 aansansaion madfeuss wavnginssuillivaendy vienslaussuuld

2.3 il Interface wuu Ethernet 10/100/1000 faifhn3n 4 Ports

2.4 @1599993U Throughput tlideuni 1 Gbps

2.5 i Storage vunliiieanin 500 GB s 2 wihe

2.6 fivheanuin (Memory) liltfaendn 16 GB

2.7 {1 Power Supply 91u3u 2 mihe lneviauiuy Redundant Power Supply

2.8 @wnsadudeya Traffic #2838 Miror Port 16 wagsasiunsmsiavdeya Traffic Iéaan
1Uslmaaa SMTP, POP3, HTTP, DNS wag CIFS w38 SMB ¢ wazanunsansiadunisidaulusunsy
WY Instant Messaging, P2P file sharing wag Streaming media &

2.9 @N3ARTINTV UasAumSlaNd wuu APT (Advanced Persistent Threats), Zero-day
Malware kaznislauilagly Document Exploits #3e Exploit kit tool 16

2.10 aunsansraaeulndfideasds wasiiasizingiinssuvedd Tasldssuy Virtual
Analyzer Tnglidsfagdlndfifesadoludinsusnsyuuiaions wasanunsarmundatady
(Rule) tReidonlwdfiFeasdsluntsdslugisyuu Virtual Analyzer

2.11 e130@51958UU Custom Virtual Analyzer Uuiswﬂﬁ'ﬂ“ﬁmﬁ Windows XP, Windows 7,
Windows 8, Windows 10, Windows Server 2003, Window Server 2008, Window Server 2012
wagsassulwdTvuwlvgini 40 Mo ¢ iteifiuraaendeldssuuannd

2.12 mmma%’aﬂ@swmu Top Malware-Infected Hosts, Top Suspicious Behavior Detected
wazvinsUSunssniinge (Custom Dashboard) 16

2.13 anansaades1eany (Report) 1¥iiauuy On-Demand wag Scheduled Tuguuuy PDF

2.14 gmnsndum Logs wuurimuaieuly 1wy wlisvesnisnsindeu Detection Type), IP Address,
Mac Address wagauw Logs huufmuaiianld wavanunsads Logs Tuguuwuu CEF uaz LEEF 4

2.15 @115005733U davAumdeanA1i Useian Bots, Trojan, Worm wag Key loggers 161

2.16 anNIaUITIRNTEUNTAINIL Web Browser WU Internet Explorer wag Firefox o1

2.17 aansofmusdvisveagiguassuulussiufiuandrafild (Role-based Administration)

2.18 fis8UUUIMITIANITUUUTINAUY (Centralized  Management) WSYUU  Antivirus uae
YUY APT

2.19 Nﬁmﬁmﬁﬁmuaﬁma@uﬂeju Leader woNAnANAUTELAN Endpoint Protection Platforms

g,

U 2016 ¥84 Gartner
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3.1 awnsolfeutuesereuiuneiuiteaiou vv) Swunlbitesnin 50 wds
3.2 ennsevineuuussuulURng Windows wag Linux 16
3.3 @nansavinnuluy Agent based dmTu VMWare ESXi Uag Microsot Hyper-V
34 amnsadennsauwny Malware 1¢ st
3.4.1 Full Scan
3.4.2 Quick Scan
3.4.3 Real-Time Scan
3.5 sunsatlestuteduivesszuuufianislaglifesinds Patches VussUUURTRMswiion
iletlestutlgyilenaifintuainms Patches  Tneftglildvimsmaasufunisldauess wasdes
aunsoudasouieodniluifiioduls
3.6 awnsatiesiumslaudniidvineandesinivesiusunsuussnn Web Application 14
1 SQL injection, Cross-site Script Wazaunsntssiudunsigussinn Zero-day Attacks wag
Exploits Usztnvsing e
3.7 annsatestumsdiléon Web Site fidunsienie Web Site Alaiaygeliidnils
wasrvunszRunslesiulamemelulad Web Reputation fuszuu Cloud vaadveinaniamila
3.8 @asamuANNSIGY Application 6199 Tuszau Network 161
39 amnsauimsianmsssuunanusldanndiunatseiu Web Browser uasiissuuuims
IAMIFMIU Virtualization Wuu Private Cloud wag Public Cloud 1 vCloud uag AWS %isa Microsoft
Azure Tngagineldl Server Ledaadenfiuld
3.10 @w1sa9i1 Recommend Scan 984 IPS Policy Tauusnlusii
3.11 amnsansieeey Malware uastlastusnnaamndadivasssuuuiiRmaasTusns foil
3.11.1 Anti-Malware Solution Platform (AMSP)
3.11.2 Smart Scan
3.11.3 Web Reputation
3.11.4 Virtual Patching
3.11.5 Intrusion Prevention
3.12 gmnsarauaumssudedoya Traffic Wlevhmsssseuauiinung wasmatiiudloue
msldau wagawnsayi Stateful Firewall tiedias1esi Packet dwiuluslanea TCP, UDP uaw
ICMP 1ot
3.13 anunseadurendluguibuuees PDF wae RTF 19 wavanusetosiunslaneeulaens
\WsiaRne Password 161
3.14 enusafmundvslunisidilden (Role-based) vasusiag Users 161 9X”
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3.15 anusauldafounnu Email, Syslog uag SNMP g

3.16 eﬂmsmmaﬁlaaummgﬂé\’awm%ga (Data Integrity) waﬂswwﬁﬂ'ﬁms Wy nsule
File, Directory, Registry Key uag Installed Software 16

3.17 4 Agent ﬁmmsaﬁﬂé\u'wussuuﬂﬁﬁﬁﬂﬁ Microsoft Windows tevinnisasiaaey
AMuUasafeuY Microsoft Windows Event &
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