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LONEISHUUTINENUIBLEY 0.6

Lﬂuqﬂﬂmhm‘u Hardware Appliance 8w Next Generation Firewall §1u3u 2 g Iﬂau,m'am;ﬂ
fnneud foil
1.1 awnsessiadusazaiuAy Application, User waz Content lnatawizianzasla
1.2 &wn3as8s3u Throughput weessUU Firewall wagszuunsUesiufeanaumaniatiy
Tagvinuwiauiu Suulddesndi 1 Gbps
1.3 @n3ase93u Throughput 984 IPSec VPN f1uauliitisandn 500 Mbps
1.4 @w13nvih VLANs tagging S1uauedaiies 500 VLANS 16
1.5 @389 Link Aggregation mnuanmsgy 802.3ad el
1.6 il Ethernet port tuy 10/100/1000 sruaulaiitieenin 8 Ports
1.7 1 Interface wuv 10/100/1000 dwsuusmsdanislagianiz 411y 1 Port
1.8 #iwesn Serial Console 917w 1 Port
19  aunsadamyssuuieiamsanag Wl
1.9.1 SSH
1.9.2 Web Graphic User Interface
1.9.3 Command Line Interface #38 LUsWATNUTNITIANTS
1.10 # Storage vunliitiaunin 120 GB
1.11 a@nsanTiedeu uaziwiun Poliy msldadluseau Application (Application Control) by
Application Uszinv Web 2.0, Social Networking, IM, P2P, Voice, Video uag File Sharing 11
Tng Application #1949 Fasfin1sdnutennu Category, Tag wazssfumnandes (Risk Level) ¥89
Application |
112 @snsadanis Poliy m3lduinisritugunsal lasamunsassyaindeyainiets 1 IP,
Port 38 Protocol ¢
1.13 annsanmviua Security Policy M User, User Group LLaz’q‘dﬂﬁﬁﬁ Ing Integrate iy
Active Directory 161
1.14 fisyuunsnses URL (URL Filtering  Miansafnna auguasidndeduled ianw
Category uagamnsanmum Black list uag White lst 16
1.15 fszuumsiadunginssuiitessy Malware uag Zero-day Malware

Qs

1.16 fissuulesiudennaiu (Threat Prevention) wiessuutesdunislanAuaznisynin

o

4

et lnedinnauds el



1.16.4 @1313993793U wazUasiu Virus vulusinaea HTTP, FTP, POP3 way SMTP

1.16.5 a@nunsans29du waztlasiu Virus flsfundu POF, HTML was Java script
1.16.6 @w150m5733U File AFsadeinonavzdiu Malware vulusinnea HTTP, FTP,
POP3 uay SMTP 1¢f
1.17 @wnsads Logs. ludgunsaldaifiv Logs w3 aunsavirusiwiussuuaieuen
WieSudatoya
1.18 annsaadenenuiiviuusidls aassivvssdeyaiifesniuans vinvesnsuana
wu AsMluvia nsmenay wageanTeeTuALALGBINTT Tuguiuy CSV vide PDF vide HTML uay
annsafmualieensienu wiendwiussuududluduiinededdaesnlulii
119 flszuunisuanssauyy Dashboard MianunsauFuussls
1.20 fszuvdnnisaunmnisliuings (Quality of Service) Tasanunsarimun Policy
o3 Bandwidth ve1 Traffic TnessywauLungen uavdwumaidndty (Priority) ves Traffic 1¢
121 awnsevivnuludnwae High Availability Tuguiuu Active-Active wag Active-Passive i
1.22 anunsalden Routing wuy Dynamic Routing TouA OSPF, BGP, uag RIP v1 w3a RIP v2 I¢f
1.23 gnansaldeumiuunnsgiu 1Pve 18
1.24 wAnfnusiTiauadedlfiunsiuseamsgiu ICSA
1.25 wﬁmﬁmm‘ﬁtﬁuaﬁmaq‘luﬂdu Leader w38 Challengers wanansinsiuseLn Enterprise
Network Firewall U 2016 ¥84 Gartner
126 ndnfasiavededliiuseanasgusunisusinszaevessindniniih FCC warlidy
umsgusmAUlasniy UL wie CE

« at d i1 oy 5 :
1.27 WanfuslauefsEnsafnauy Rack 19 47l %



2.2
2.3 1 Interface WU Ethernet 10/100/1000 Wm1A31 4 Ports
2.4 a1905993U Throughput lilidesnin 1 Gbps

2.5 i Storage vwwliitisanin 500 GB 31w 2 v

2.6 fndwanusn (Memory) liieendn 16 GB

2.7 11 Power Supply 4113y 2 wie Ineviheuiuu Redundant Power Supply

28 annsniudeya Traffic Me38 Miror Port 1 uagsesiumsnsaamndaya Traffic Idann
Tuslmmeaa SMTP, POP3, HTTP, DNS wag CIFS %58 SMB ¢ wazanunsansiasumsideulusunsy
WU Instant Messaging, P2P file sharing waz Streaming media 161

2.9 AUNORTIIV WASAUMINISIALEA WUU APT (Advanced Persistent Threats), Zero-day
Malware uagnslaudlagly Document Exploits 3o Exploit kit tool 161

2.10 annsansraasulndfidasasde wasiinnevinginssuvesing Tnsldssuu virual
Analyzer Inglidsfegnslndidesasdeludinteuenssuuiniotns wazausofvuadatadu
(Rule) iiaidoniwdndeasdtlunsdsludissuu Virtual Analyzer

2.11 anunseaiNsyuU Custom Virtual Analyzer UussuuUfuRnms Windows XP, Windows 7,
Windows 8, Windows 10, Windows Server 2003, Window Server 2008, Window Server 2012
uazsessulWaTivumlugindt 40 Mb 18 Weiuaulasndelfseuuinndedu

212 mmmﬁaﬂ@,ﬂmm Top Malware-Infected Hosts, Top Suspicious Behavior Detected
wazyinsuTuusianiinge (Custom Dashboard) 1o

2.13 anusoainane (Report) I6iiawuy On-Demand ua Scheduled Tuguiuy PDF

2.14 amnsodun Logs wuurimuaieuly Wy viaveinisnsiadey Detection Type), IP Address,
Mac Address wagfum Logs wuufimuanianld uazanunsads Logs Tuguiuu CEF way LEEF 4

2.15 annsonsiadu uazrumAeanay Useuan Bots, Trojan, Worm uae Key loggers 161

2.16 a1n50UIMSINNTIaUNTalUY Web Browser Wiu Internet Explorer wag Firefox 161

2.17 amnsofmusdvivesgguaszuuluseAuiuansneiuldl (Role-based Administration)

2.18 HszuuuimsdanisuuuTuaud (Centralized Management) WassUU  Antivirus uas
JeUY APT

2.19 rdnsausiniausdeseglungy Leader wsmAnfnmiuseiam Endpoint Protection Platforms

¥ 2016 ¥B9 Gartner
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3. garaudsdasiuladadmiunsangs a W 1 szuu Insfinuaud® fail

31 ansalfentuesemeuih (V) Shundliddesndh 50 wdea
3.2 gwnsavinnuuussuuURURR
3.3 @U7IRYINULUU Agent based @i e’ESXi Way Microsot Hyper-V
34 annsadennisaunu Malware 1 el
3.4.1 Full Scan
3.4.2 Quick Scan
3.4.3 Real-Time Scan
35 annsatesiutedivesssuuufoinslnglifafione Patches vussuuUfiRnsiedion
iotlastutigmilenaifintuanms Patches  Tneidelaildvinnmsnadeufunisldiuass uasdas
annsoudaieutivestnilvifiiatule
36  anunsateafunslaufifitimnenndedudvedlusunsuyszinn Web Application ¢
19U SQL injection, Cross-site Script Wazaunsalesiusunsnoussinn Zero-day Attacks was
Exploits Usgtnnangg 16l
37 awnsatestumathldon Web Site AiSunsieuie Web Site #ilsioyginliidndals
wazivuassaumstasiulamemalulad Web Reputation Ausyuu Cloud vesidwamaninsile
38  annsomuANNsdnie Application w199 Tuszdu Network 1
39 awnsauimsdamsssuuioaaldandrunatssan Web Browser  wasiissuuuiuns
INNSAMIU Virtualization Wuu Private Cloud wae Public Cloud 1y vCloud wag AWS %38 Microsoft
Azure Tnsagineld Server inSaaieafuld
3.10 @w156vin Recommend Scan 984 IPS Policy lauuusnlugii
3.11 @uNsIRTINABU Malware UaztiostusennmumndadvivasssuufoRnmauasiusun foil
3.11.1 Anti-Malware Solution Platform (AMSP)
3.11.2 Smnart Scan
3.11.3 Web Reputation
3.11.4 Virtual Patching
3.11.5 Intrusion Prevention
3.12 ansaruaunsiudedeya Traffic Wevinmsassaeummifinund wasmsdiuleue
mslday uasanunsavi Stateful Firewall (Rediasieyt Packet dw¥ulusinpoa TCP, UDP uay
ICMP ¢t
3.13 aansnadessauiluguuuures PDOF uag RTF 1a waganinsadasiunsliasenulaenis
LsvaRne Password 16

3.14 annsafmundndlunisitnldau (Role-based) veausiay Users 1oi 9\,.



3.15 awnsaudaaausiy Email, § St‘}!, ﬁ‘v NMP;x ;
3.16 dnsanTIRERUAINGNAB VDR TORA Sebrit)) YeessUUUURNTT WU nsuily
File, Directory, Registry Key uag Instat ed 5\\ ‘
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